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1 PURPOSE

The purpose of this document is to meet security requirements regarding University anti-virus
software.

2 SCOPE

The standard set in this document will apply to the following types of computer systems amongst
the University:

* Deskside systems including all lab systems
* All end user systems
e Servers

3 STANDARD

All user and server systems that utilize the University network are required to have a supported
and current version of anti-virus in order to perform due diligence towards protecting University
systems. It is encouraged that systems not owned by the University utilize University endorsed
anti-virus to ensure that proper assistance can be obtained should issues regarding the anti-virus
arise. Systems that are owned by the University should utilize University endorsed anti-virus.
Consistency in software will allow for a stronger support base for possible end users.

4 ENFORCEMENT

Those systems found utilizing the University network will be removed from the network
immediately and asked to install the appropriate anti-virus solution. Upon installation of the proper
anti-virus solution, the system will again be allowed access the network.

5 STANDARD SAFEGUARDING

Modification and review of this standard will occur every six months and is to be approved and
put into place exclusively by the Chief Information Security Officer. To offer suggestions and/or
recommendations, please contact DL.WG.INFOSEC.
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